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Report on Short Term Training on Ethical Hacking & Cyber Security

16.03.2020
(11" to 13" March 2020)

Organized by School Of Computer, Information & Mathematical
Sciences
In association with ICT academy, IFF, TEXIAL & STAR

Venue: Cyber Security Innovation Lab, SCIMS

Three days Short Term Training on Ethical Hacking & Cyber Security

organized by School Of Computer, Information and Mathematical Sciences, B.S. Abdur
Rahman Crescent Institute of science and Technology, Chennai, in association with ICT
academy, IFF & TEXIAL from 11.03.2020 to 13.03.2020. The venue of the training is
Cyber Security Innovation Lab, SCIMS.

The convener of the program is Dr. Venkatesan Selvam, Dean/ SCIMS. The
program was coordinated by Dr. S. Pakkir Mohideen, Associate Professor / CA and Mr.
Syed Abdul Syed S, Assistant Professor (Sr. Gr.) / CSE.

The inauguration of the three day Short Term Training Programme on Ethical
Hacking & Cyber Security was held on 11-Mar-2020 at 9:45 a.m. at Seminar Hall - 1.
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The inauguration session was addressed by our Dean of SCIMS, Dr. Venkatesan Selvan
followed by the Presidential address given by our Honorable Pro Vice Chancellor Dr. A.
Peer Mohammed. The chief guest of the day Mr. Suresh Kumar founder and Director of
Texial and IFF labs, Bangaluru, and Mr. Mohit Kumar Co founder of Texial Innovations,
Bangaluru, gave the inaugural address followed by the Vote of Thanks given by Dr. Pakkir
Mohaideen. The participants proceeded to the Research lab for the hands-on lab session.

Day 1
The first day session was handled by Mr. Suresh Kumar and Mr. Mohit Kumar.

The session was started with a discussion on critical vulnerabilities and the participants
had a brain storming session with the speakers about Phishing attacks on Facebook. The
participants were taught on How to identify a phishing web site? and so on. The details of
how to bypass the login were discussed. Login bypass can be done in 3 ways using CMD,
OPH crack, Konboot. The guest gave a detailed speech on google Dorking, Social
Engineering attacks — using keyloggers, RAT, phishing attacks etc. The students had an
informative session and hands on experience on day 1.
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Day 2

The second day session was handled by Mr. Velayutham Selvaraj, Founder TwinTech
Solutions, Mr. Samraj Director SOC TwinTech Solutions and Mr. Chandresh Gupta Senior
Pen Tester TwinTech Solutions.

The day started with an introduction to SOC (Security Operations Center) and covered the
significance of SOC in Corporate environment and its uses towards safeguarding the
Enterprise. There was an excellent question —answer session which clarified most of the
participant’s doubts related to computer networks and ethical hacking — in both offensive
and defensive mode. In the afternoon session, the participants had hands on session on
how to find and install the hacking tools.

Day 3

The third day session was handled by Mr.Manoj Kashyap Technical Training officer, STAR
Certification, Bangalore. The session started with different hacking techniques, the
common myths surrounding hacking.
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The guest speaker gave detailed information about MSF venom (MetaSploit Framework)
and MSF Console — payload generator (tool for generating virus). There was a hands-on
session on creation of payloads for Android also a live demo was shown on hacking a
phone in the Lab session. The sessions were informative and gifts were distributed to
participants during the question answer session.

Topics Covered on Ethical Hacking and Cyber Security

» Login Bypass, Hacking, Network Fundamentals

YV V V VYV

Participant List

Mobile Platform Hacking, Wireless Hacking

Scanning, Dark Web, Systems Hacking, Exploiting DB, Honey Pot

Malware — Viruses and Trojans, Social Engineering Attacks

Deception Technology, Security Operation Control

Name of the
Sl. No. Name Organization /
College / Research Institution
1 G.Priya SRMIST
2 D.Rasitha Aafrin MS Univerity
3 Ramprasath K MS Univerity
4 S.Sujitha MS Univerity
5 Hamza Hassain S MS Univerity
6 G Dharmalingam MS Univerity
7 S.Shunmuga Sundara Raja MS Univerity
8 P.Saravanan MS Univerity
9 J.lavanya MS Univerity
10 M.Balamari J Kaleeswarn MS Univerity
11 A.ALEX DOMINIC RAJ MS Univerity
12 SOUNDARA PANDI.A MS Univerity
13 DHENNA DHAYALAN S MS Univerity
14 BHARATHAN R MS Univerity
15 Shankaresh.R Paavai Engineering College
16 SAM DANIEL .D Paavai Engineering College
17 NITHYANANDAN .K Paavai Engineering College
18 TONY DAVID RAJ.M Paavai Engineering College
19 VENGATESH C Paavai Engineering College
20 S. Mohamed Nathimul Hag Jamal mohamed College, Trichy
21 MUBEENA MALUK IT/BSARCIST
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22 RISHIKA SAAJU IT'BSARCIST
23 ANIRUDHAN.A IT/BSARCIST
24 KISHORE KUMAR.S IT/BSARCIST
25 SACHIN GIRIDAR.R.S IT/BSARCIST
26 YESHWANTH.R IT/BSARCIST
27 MOHAMMED ARIEF.G IT/BSARCIST
28 KABEER AHAMED.J IT/BSARCIST
29 MOHAMMED YASAR KHAN.I IT/BSARCIST
30 SYED ZAKIR HUSSAIN.N IT/BSARCIST
31 MOHAMMED NAIF.B IT/BSARCIST
32 YOGI VIGNESH.M IT/BSARCIST
33 NITIN.M IT/BSARCIST
34 RISHI PARAMESWARAN IT/BSARCIST
35 NOORUL SARFARAZ.N IT/BSARCIST
36 SHAMSE AHMAD IT/BSARCIST
37 SARATH.A IT/BSARCIST
38 MOHAMMED MUSTAFA.T.Z IT/BSARCIST
39 BALAJI V BCA/BSARCIST
40 BEEVI SAMEERA U BCA/BSARCIST
41 MOHAMED .A BCA/BSARCIST
42 ASIF RAHMAN .M BCA/BSARCIST
43 S.MOHAMED AJEES BCA/BSARCIST
44 SAKTHIVEL.R BCA/BSARCIST
45 S.ROHAN MATHEW BCA/BSARCIST
46 ANBARASU.R BCA/BSARCIST
47 M.ARTHIF BCA/BSARCIST
48 SYED AJMAL BCA/BSARCIST
49 VINITH.M BCA/BSARCIST
50 VEERAMANI.S BCA/BSARCIST
51 N.MOORUL JAFEER BCA/BSARCIST
SYED MOHAMMED FARHAN

52 HUSSAIN BCA/BSARCIST
53 PRAVEEN KRISHNAN.B BCA/BSARCIST
54 THULASHINI SELVAN BCA/BSARCIST
55 PAVAN KUMAR.A.V BCA/BSARCIST
56 VIGNESHWAR.D BCA/BSARCIST
57 J.MOHAMED YUNUS BCA/BSARCIST
58 SHIBAANI.R.S BCA/BSARCIST
59 J.V.SANTHOSH PAUL BCA/BSARCIST
60 JANARTHANAN MOORTHY.S MCA/BSARCIST
61 ASHOK KUMAR Kalasalingam Institute
62 S.T.PRAVEEN Kalasalingam Institute
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isa quality located at the
greenest spot in Chennai near Tambaram. Through its long
history of 36 years of excellence, the in: on has offered
access to a wide range of academic opportunities. With 56
programs, grouped under 12 different schools, 33
undergraduate programs, 23 post graduate programs and
PhD (in all departments), the institution is a rising
stalwart in higher education with promising quality,
security and placement. We welcome students from all
countries and our educational programs are designed to
equip the learners with virtual knowledge that helps them
to achieve what they want to be and go where they want to
go in the ladder of success.

School of Computer, Information & Mathematical
Sciences

The School of Computer, Information and Mathematical
Sciences (SCIMS) endeavour for excellence in creating,
applying and imparting knowledge in the field of Computer
Science through comprehensive educational programmes.
The SCIMS offers undergraduate programmes namely
B.Tech (CSE), in collaboration with IBM, B.Tech (IT),
BCA(Cloud), BCA(Data science), BCA(Mobile), BCA
(Mulimedia & Web Application Development), B.Sc (CS)
and postgraduate programmes namely M.Tech(CSE),
M.Tech(IT), MCA, M.Sc (AS) and Ph.D programmes in all
disciplines.

About the Short Term Training Programme

A three day short-term training programme on Ethical
Hacking & Cyber Security is scheduled with an objective to
provide individuals with the necessary knowledge and
skills to protect digital information assets and to learn the
basic hacking techniques.

Participants will be learning about different types of
hacking and cybersecurity techniques using practical
demanstrations.

Participants will learn how the hackers think and plan,
along with all tools and techniques used in cyberattacks,
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Topics

m Introduction to Ethical Hacking and Cyber Security
m Login Bypass

m Hacking

m  Network Fundamentals

m Scanning

m Dark Web

m  Systems Hacking

n  Exploiting DB

m Honeypot

m  Malware - Viruses and Trojans

m  Sodal Engineering Attacks

m  Mobile Platform Hacking

m Wireless Hacking

m  Deception Technology

m  Security Operation Control

Registration

The registration for this training progrmme is limited to

40 participants. Each participant will be required to pay
a fee of Rs.1500/-

Participants can download the application from the Institute
website and send the filled-in application with signature of
the Head of the Institution to dean_sci ducation

ELIGIBILITY

Any Individual
with Hasic Knowledge
of

Computers

About Incognito Forensic
Foundation (IFF LAB) & Texial

Incognito Forensic Foundation (IFF Lab), is a non-profit
organization established under Section 8 of the Companies
Act, offers a complete range of forensic services and solutions,
including litigation consulting, electronic discovery and
forensic casework.

State-of-the-art forensic laboratory caters to law enforcement
agencies, private investigators, individuals, corporates and the
government.
individuals as well as organizations to help them secure digital
assets and prevent cyberattacks.

IFF Lab also offers cybersecurity services to

Texial offers industry |
courses and conducts b
about cybersecurity

ding Ethical Hacking Certification
ning programs to create awareness

Programme Objectives
m The course is intended to inculcate the importance of
ethical hacking & cybersecurity

®  Aim to create awareness about various types of threats that
may jeopardize data integrity

= Participants will be taught to secure their devices against
theft and leakage of data

B Aim to demonstrate the consequences of data misuse

B Pparticipants will get a hands-on o the

cybersecurity industry

exposure

B Aim to encourage students to pursue a career in ethical
hacking & cybersecurity
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Three Day Short Term Training Programme
on

Ethical Hacking & Cyber Security

Organised
by

School of Computer, Information & Mathematical Sciences

3¢
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Venue: Cyber Security Innovation Lab, SCTMS

Address for Communication

The Convenor & Dean | SCIMS
B.5. Abdur Rahman Crescent Institute of Science and Technology
vandalur
Chennai 600 048

Programme Outcomes

u Upon completion, each participants will learn the
basics of ethical hacking and preventive
cybersecurity measures for securing their digital
assets

Students will learn to think like hackers and be able
to leverage that knowledge for digital security

Attendees will be able to implement preventive
measures against data misuse

To demonstrate the benefits of a career in ethical
hacking & cybersecurity

Participants will know how to use ethical hacking &
cybersecurity tools and techniques best suited for
the situation at hand

Resource Persons

Seasoned cybersecurity experts with years of
experience in handling actual legal cases, providing
assistance and consultation to solicitors.

www.crescent.education




B.S. Abdur Rahman

Crescent

" Institute of Science & Technology

Analysis of Feedback Form

Feedback on Sessions
Handled

o0

= Excellent = Very Good
m Good m Average

= Below Average

Feedback on Sessions Handled
[Content of Program (Topic
Covered)]

4

m Excellent m Very Good m Good

m Average u Below Average

Feedback on Sessions
Handled [Delivery

Methods]
11

A
A

= Excellent = Very Good
= Good m Average

= Below Average
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Feedback on Sessions
Handled [Usefulness of
Program]

0

Y

m Excellent m Very Good m Good

B Average = Below Average

Feedback on Sessions
Handled [Practical and
Hands on Training Provided]
0

A

= Excellent = Very Good
m Good m Average

m Below Average

Feedback on Sessions
Handled [Trainers
approach]

1o

<

= Excellent = Very Good
m Good m Average

= Below Average
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Feedback on Sessions Handled
[Training Center Facility (Class
Room, Labs, Canteen, accomm
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Feedback on Sessions
Handled [Overall
Satisfaction]
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00

< \

= Excellent = Yery Good
m Excellent = Very Good = Good = Good = Average
m Average ® Below Average = Below Average
Feedback
30

25
25

25
1 23 22
20 20 20
20
15 13
12
119 . 11 10 10
10 8 8
7 7
6 5
5 I I : I : I I
2 2 2
11 1 1
00 I 0 0 I 0 I 0 00 I 0
0 i | i mm = =
FeEdbdbl dedil Ssickiork &irali bl bl 6 said bbbl i Him S Pl i brd bk tmviisibtibiol o i pimagy)ld nvell ¢d ilive

Provided] Room, Labs, Canteen, accommodation)]

M Excellent mVeryGood mGood mAverage mBelow Average



B.S. Abdur Rahman

Crescent

‘ Institute of Science & Technology

Deemed to be University ws 3 of the UGC Act, 1956

Sample Feedback

Three Davs Shore Term Training Program on Echical
hacking and Cyber Security - Feedback Form

Ewvent Date(s) : 11th to 13th March 2020

Event Address :

School of Computer Information and Mathematical Sciences

B. S. Abdur Rahman Crescent Institute Of Science And Technology
Seethakathi Estate GST Road, Vandalur, Tamil Nadu 600048

E

mail address ~

sachingiridar@gmail.com

Participanc Derails

MNamec of the Participant

Sachin Giridar R S

Participaring as a

Student S

ualificarion & Specializaction ©

TZth

Dresignarion & Deparcment

Btech IT

MName of the Organisation [ Institute

B.S.abdur rahman institute of science and technology

Teaching/Rescarch/Industry Experience (in Years)

a

hMobile NMumber

B056049293




Questions and
Discussions
finteraction

Usefulness of
Program

Content of
Program (Topic
Covered)

Practical and
Hands on Training
Provided

Delivery Methods

Trainers approach

Training Center
Facility (Class
Room, Labs,
Canteen,
accommaodation)

Overall
Satisfaction

2. Do vou have any suggestion(s) as to how we could improve similar programmes/activi

Mo

i

Excellent
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Wery Good

®

®

Good

Average

O

O

Below Average

O

O

ries in furure? *

3. Ay other Fccd[ucl:,"suggcs':'.Eon,."mmp]ainl: for T'rain'mg ngrammc ? Please prm'idc vour dcscriptivc

COMMCNCs’

Yes
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VALEDICTORY FUNCTION

The valedictory programme was held on 13™ March 2020 at 3.15 pm.
Valedictory function was started with the summary of 3 days STTP given by
Mr. Syed abdul Syed. The Dean Dr. Venkatesan Selvam briefed about the
three days STTP and addressed about the importance of the Cyber Security.
The chief guest Mr. Akella V S Prabhakar, Global Head — Compliance &
Audit, FSS (P) Ltd. delivered a speech on future of Ethical Hacking & Cyber
Security and also insisted on the awareness of the cyber crime and the job
opportunities in it. Finally the certificates were distributed by our chief guest
and vote of thanks was given by Dr. Pakkir Mohideen, Associate Professor.

hart Term Training ¥ rogromme

ETHICAL HACKING & CYBER SECURITY
In Association with ICT Acodemy, IFF, Texial and Stor

- b 4
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Attendance:

School of Computer, Information and Mathematical Sciences,
ETHICAL HACKING AND CYBER SECURITY
Three Day Short Term Training Programme - 11 - 13 March 2020

EC)
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Attendance Sheet
Faculty
Memis o_umhmhmwh /
SI. No. Name Research 11/3/2020 12/3/2020 13/3/2020
College / Research
Scholar / Instituti
nstitution
Student
FN AN FN AN FN _AN
s Research | :

1 |G.Priya R SRMIST WA W& \@« W %\ MW\\
2 |D.Rasitha Aafrin Student MS Univerity [ Y (NI (DA [
3 |Ramprasath K Student MS Univerity & et | Bt | Bonkine [
4 [S:Sujitha Student Ms Univerity | g0 | #49% m. g & ]
5 |Hamza Hassain S Student MS Univerity . cszfsf 7. >_mx_.\ [ b cs‘il Q-fheA IR
6 (G Dharmalingam Student MS Univerity %f %E\ %.f @@L @ﬁb& %\
7 - |S.Shunmuga Sundara Raja Student MS Univerity wv@ Q. W&.\ \ ! \;\(c\\. % g
8 |P.Saravanan Student MS Univerity @\. @\: @\l @\ @\ @\ i
9 {].lavanya Student MS Univerity Aotawongor | T-lawanyn| - Lowaeqs | 7. e e | 302
10_JM.Balamarq Kaleeswarn Student MS Univerity st [Elar L | ook b L e dcsd
11 {AALEX DOMINIC RAJ Student msunveriy | A At d . LA) o | Adeon LA LoV [Adedd] - [ A
12 |SOUNDARA PANDILA Student MS Univerity DA IO AR A LA, &&\L‘\f GD\NI\T\ A ) m A
13 |DHENNA DHAYALAN S Student MS Univerity S-Dhoma | m.§m < Dhitma | S e 5 P
14 [BHARATHAN R Student MsUniverity | o omnonis | 2 0o p o1 | oveoy| wgho [R0ey
15 |Shankaresh.R Student Paavai Engineering College R. ﬁh \h wh ﬁ,\!N P rurw\ulg \N.,A.\ \ m P nk\.( \w-kl _,\f
16 |SAM DANIEL..D Student Paavai Engineering College O&?@ N lk@& DMNQ b.b MN..\S k 20 S endmdb ig
17 |NITHYANANDAN .K Student Paavai Engineering College 7. éﬁgngrﬁ i ué.i.ﬁ \ & i
18 |TONY DAVID RA].M Student Paavai Engineering College su\!t‘“\ W, _f> L\ M .ﬁ\? 7\7{.—\ A ..u\ M

[ ey L) J [/ J
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Faculty

Smber / oﬁ“ﬂﬂ” /
SIL No. Name Research College / Research 11/3/2020 12/3/2020 13/3/2020
Sthotary/ Institution
Student
FN AN FN AN FN AN

19 |VENGATESH C Student Paavai Engineering College Q @.\ 1\@\ \ @\ “% B.@\\ .
20 _|s. Mohamed Nathimul Haq sedent | mey - | Aete oLl 40dd ol F @
21 |MUBEENA MALUK Student IT/BSARCIST SFF?“? s g\_rpr v%bv ce %%c\
22 |RISHIKA SAAJU Student rr/esarcist | Qakaidesk- 0,4, uise () \aSadh A8
23 |ANIRUDHAN.A Student IT/BSARCIST JQ.L _x : J>s U.bi@g \.OW\/#B,L \V?SLC. %V\
24 |KISHORE KUMAR.S Student IT/BSARCIST a h @%&\ %éﬁ\\ . E
25 |SACHIN GIRIDAR.R.S Student IT/BSARCIST v R § AN A RS seg [eSdal ps [Alghes
26 |YESHWANTH.R Student IT/BSARCIST \xﬁ?t\ K - E\ Py i o, I @%W
27 |MOHAMMED ARIEF.G Student IT/BSARCIST _ ﬁ&ﬁ\/ K ) <\%9 \&L\
28 |KABEER AHAMED.] Student IT/BSARCIST \V.ﬁwoﬂ. AL I : é\».q\ww\m\ﬁ
29 |MOHAMMED YASAR KHAN.I Student rr/psarcisT | @A L Qfpd] 9 FbA LD Ll \W FA [ @ Add
30 |SYED ZAKIR HUSSAIN.N Student IT/BSARCIST 8. [ 0aed]y B | WG (o dyeh | nad
31 |MOHAM. .ED NAIF.B Student i/psarcisT B NaiS [Roveek |B. nvaid [B.nais 5. VoS [B et
32 |yoGI VIGNESH.M Student rr/BsarcisT | Mg ignah . oy Vg 14 oV ] Wy s | o Vigns | o
33 INITIN.M 7 Student IT/BSARCIST | NW&=— [NMe— | \| ~A~ PN 7_«\% »
34 'MOHAMED ZAHEER - A| student IT/BSARCIST m&(f Al u%\ 2 < umvﬁL %« .
35 |NOORUL SARFARAZN Student rr/BsarcisT | YR | S %m\v%tﬂ YAk | Supa- | SA
36 |SHAMSE AHMAD Student mmsarcist | VIV | Xt %) L A | A5 R
37 |SARATH.A Student IT/BSARCIST ) ¥a¥ Iy % o E 1
38 |MOHAMMED MUSTAFA.T.Z Student IT/BSARCIST Pustdd | Wi ._ 4% VAR DR
39 |BALAJIV Student BCA/BSARCIST . IK\M Lot Rl HTRAL A 7
40 |BEEVI SAMEERA U Student BCA/BSARCIST R S A Y e e |
41 |MOHAMED .A Student BCA/BSARCIST | e[ a b2t p ot S o vel | A g T A v
42 |ASIF RAHMAN .M Student BCA/BSARCIST | 4\ x,ur W, KL\ Wl [ ke BN | PR
43 |S.MOHAMED AJEES Student BCA/BSARCIST [T A s %Km@mf g Mt [ (I3
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Faculty Name of the
. Member / Organization /
SL. No. Name Risihich | colcee (Rescaith 11/3/2020 12/3/2020 13/3/2020
Scholar / Institution
FN AN FN AN FN AN
44 [SAKTHIVELR Student BCA/BSARCIST | .5 effnd | Qo bdiw ‘,N,)E [R5 | gsddlad [Rsoh”
45 |S ROHAN MATHEW Student BCA/BSARCIST | £ g %&ﬁ &H&i, %F\rx( % N&S bm\«os
46 |ANBARASU.R Student BCA/BSARCIST g m\i\?‘h\ mr \NE@\ m D:CE b ?L‘N ,?\LIL
47 |M.ARTHIF Student seaspsaraist  [\ade] 10 .4l Wik sz\,»\ < IAde!
v ) v &)
48 |SYED AJMAL Student BCA/BSARCIST ;ﬂf\\w ﬂ\wﬁ k- xﬁja\ww \\S.J\K\
49 |VINITHM Student BCA/BSARCIST ‘»\% . &1.1* Y ) %
50 |VEERAMANLS Student BCA/BSARCIST wg,w ﬂ@m
T TN v
51 IN.NOORUL JAFEER Student BCA/BSARCIST i%ﬁ» ,,/Mf,ﬁ N Zfeﬁ&
SYED MOHAMMED FARHAN = mwwumr\:__
52 |HusSAIN Student BCA/BSARCIST %ﬂ% gm\§
53 |PRAVEEN KRISHNAN.B Student BCA/BSARCIST mv?:.a».) mgw&,\m 3 u?&&aﬁw\
T :
54 |THULASHINI SELVAN Student BCA/BSARCIST [k oshifhnustashibel gulosdin O b lasly’
55 |pAVAN KUMARAV Student BCA/BSARCIST ﬁ;ozrc N T_a;f ! 022502 @9&?»? ﬂ\%yr § ,,E.Z\
56 |VIGNESHWAR.D Student BCA/BSARCIST @.<a\ﬁ9‘w_<ﬁm®s ussmm?» Paiopfi) . 4,& )
57 | MOHAMED YUNUS Student BCA/BSARCIST M \ Nﬁ.%ﬁb ,\:&r Ez&\ @ 4
58 |SHIBAANLRS Student BCA/BSARCIST | R~ AT K S %> i
59 |J.V.SANTHOSH PAUL Student e rear MW»W@&V\ %&“\\ Jdsttl | )« A,
60 |JANARTHANAN MOORTHY S Student McA/BSARCIST | dowsivolly Eﬂ h il
KALASALINGAM
61 |ASHOK KUMAR Student | INSTITUTE AV,,.\ *\\ w&i\ }.}\ nww&%\
KALASALINGAM @NP
62_|S.T PRAVEEN Sudent | INSTITUTE u @x{ B %« S el >3- £ By
63 — e et B -
’ 7o e gi, .
\ /\VO ﬁamumww)ﬂh__. ..IJ /U ,~ L
Coor uno.. Schoolof Computer, Information & Mathematical Scences
B.S. Abdur Rahman
Crescent

Instityte of Science & Technology
Vandalur, Chennai-600 048.
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Thinamani Daily News Paper was published the STTP:
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